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1) All questions are COMPULSORY.

2) Figures to the RIGHT indicate FULL marks.
3) Assume suitable data WHEREVER necessary.
4) Draw neat diagrams WHEREVER necessary.

Q.1 What are the primary enabling technologies driving the Internet of Things (10)
ecosystem? Discuss their significance in the development and deployment of JoT
Solutions.

OR

Q.1 Compare and construct the different communication models used in [oT (10)

deployments, such as point to point, star, mesh and hybliq;j*@ive any one example,

Q.2  Explain Wireless HART, ZWave, Bluetooth low eneggf and Zigbee protocols in (10)
term of their suitability for [oT Applications. {
OR
Q.2 Describe the role of each component (IPv4, IPY\&, AN, RPL) in the network (10)
layer of IoT architecture. How do these protoeols facilitate communication and
routing in IoT networks? AY
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Q.3 Compare and construct TCP, UDP, Dgé}?:%and SCTP Protocols in the context of (10)

10T Communication. Y

~"OR

Q.3 Explain the functionality and use | ases of HTTP, CoAP, XMPP, AMQP and 1o
MQTT protocols in IoT systemsy,,
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Q.4  What are the 3 major factor afi;g;cnng IoT Security? Explain in detail. 10)
NF OR
Q.4  What are the Security i@ges in IoT? Explain in detail, (10)

m%% ¥
Q.5 Explain the concepts of identify management, access control and secure (10)
communication in the context of IoT security.
OR
Q.5 Discuss the strategies and protocols for authentication devices and ensuring secure 10)
data exchange.

Q.6 Explain the concepts of software development prototyping in IoT projects. Discuss  (10)
the importance of online components APIs And web APIs in accelerating IoT
application.

OR
Q.6  Explain the concept of Raspberry Pi, Beagle Bone and Intel Galileo. (10)
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