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SUBJECT: INFORMA’_I‘ION SECURITY
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-Date : 26/05/2025 . S-24182-2025 Max. Marks : 60
N.B.
1) All questions are COMPULSORY. . “

2) Figures to the RIGHT indicate FULL marks.
3) Assume suitable data WHEREVER necessary.
4) Draw neat labeled diagrams WHEREVER necessary.
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What is the information security policy (ISP)? Explain its importance and key
elements in detail.

OR
[lustrate security life cycle with diagram in detail.

What is access control? Explain different access control models.

OR
Define Authentication and Authorization in detail. Elaborate on their distinct
methods in detail. 5 B

What is the confidentiality policy? Explain Béli—La-Padula classic security model.
OR
What is integrity policy? Explain Biba clagSic security model.

Explain various sources of security threats in detail.
% OR
Eloborate on Email Threats iny detail.

What is intrusion detection? Describe intrusion detection system with diagram in
detail. ., @

P OR
Explain database security in detail.

Explain security audit in detail.
OR
Nlustrate Business Continuity Planning and Disaster Recovery.
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