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1) All questions are COMPULSORY.

2) Figures to the RIGHT indicate FULL marks.
3) Assume suitable data WHEREVER necessary.
4) Draw neat labeled diagrams WHEREVER necessary.
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What are the principles of information security? Explain symmetric and asymmetric
cryptosystems with suitable diagram,

OR
Hlustrate security life cycle with diagram in detail,

What is access control? Explain Hiff‘erent access conﬁ?o{ﬁ%dels.
OR oy

Define Authentication and Authorization in detajl:
methods in detail.

EIaborate on their distinct

.\3%\% By
What is integrity policy? Explain Biba classicsecurity model.
OR .
Explain in detail Clarke Wilson SecuritngﬁdeI.

Explain various sources of security &géats in detail.

Y -
Describe operating systertl security with detailed explanation.
A W OR

What is intrusion d tection? Describe intrusion detection system with diagram in
detail. * A
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Explain security Audit in detail,

lustrate Business Continuity Planning and Disaster Recovery.
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